


covens an independent Cybersecurity pure player S

OUR CORE FOCUS IS TO PROTECT ORGANISATIONS'IN THE PUBLIC AND THE PRIVATE'SECTOR
INCREASINGLY DEPENDENT ON DIGITAL TECHNOLOGY AND
EXPOSED TO GROWING NUMBERS OF SOPHISTICATED CYBER ATTACKERS.

500+ +30% 30(
EMPLOYEES EXPERTS/YEAR ACTIVE CU

Y
France, Italy, Spain, Canada and Asia-Pacific. Average annual growth in the workforce Internationally

ERS
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FOR 24 YEARS, WE'VE BEEN SUPPORTING OUR CUSTOMERS TO HELP THEM
TAKE THE LEAD AND TURN SECURITY INTO A VALUABLE BIEFERENTIATOR.
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A comprehensive base wnd
and a large ecosystem. Ly n

Our long-standing experience and our certified expertise have enabledys N

develop a top-tier partner ecosystem and a comprehensive, tried-ands tested il
knowledge base.
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An alliance of cutting-edge expertise and
a “as-a-service” approach for a global, unified experience.

EXPERTISE SECTORS
—
I
@ Offensivesecurity @ Cybercompliance @ Security technology B Lealth
Audits, pentests and redteam Meeting external requirements Mastering the solutions we select £d
@ Operational security @ Risk&Strategy @ OT&Cloudsecurity @ Finance&lnsurance
Cyber defense and SOC strategy Assisting and strengthening Managing industrial, multicloud
customers cyber teams and third-party security 8 Media
@ Publicservice
CISO Office mySOC myCERT PR
360° Cyber shared SOC-as-a-Service Incident response, crisis @ Distribution
services &MDR managementand CTI -
@ Agri-food
& - o o -
[ Industry 4.0
- B Tech&Digital
- ~ -~
. B Supply chain
We're committed to cover the f@ll spectrum of Cybersecurity services and skills:* .. . ‘,"_:‘:".»"'_1: B .
Thanks to our 360° expertise and largépartners ecosystem,vve‘.g@,abletooﬁegydugmgterm ;&..5 oo, ¥ S g .
support, bringing you the right |gy@l@fsectrity for yagespecific challenges and rigkHsg: gl TSI L,
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Visionnaires

covens

in the Markess BluePrint®*
for managed SOC for
middle market

Edition 2023-2024

Market Impact

*Note: Advens chosen independently, no subscription

nWSO(:B SEE MORE. STOP MORE. by GDvenS ‘ .



MSSP covens

v Z3rd

Worldwide
v

Theresultingrankings are based on: EU rOpeaﬁ

v Annual recurring revenues
v Profitability
v’ Business growth rate

v Cyber professional headcount
v’ Managed security services offered /
v MSSP Alert's editorial coverage of MSSPs worldwide §

v Third-party industry honors (i.e., Gartner, Forrester, IDC,
etc.) /
— — / _—

~SOC.  ,@Dvens |

THE

TOP 250

MSSPs



https://www.msspalert.com/top-250

They trust us.

"Advensistruly there for you onthe ‘I really want to emphasise how quickly “For three years now, Advens has been
ground. 1009 sovereign, its controlled the Advens teams responded. | wasable running the SOC for TF1. During these
growth model allowed a perfect scale for to reach them within hours. We jumped three years, Advens has shown many
our numerous hospitals/members. We on avideo call over the weekend, and by gualities: the speed of the teams
also share commons value with Monday the Advens CERT teams were responsible for roll-out within strictly
Advens: we are both committed to on-site. The process was swift and defined parameters, the effectiveness
serving at best our members.” smootn.’ and scalability of the technical solutions
deployed, and the relevance of therun
Vincent Deleau Luis Manuel Da Silva teams.”
Director of Operations, CAIH Director of Digital Transition,
Department of Vienne Jean Gras

Director of IT Operations, TF1
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Keeping the world turm,, |
But changing it? That -‘

Our mission to protect'is what;

Up against urgent sociala
accessible to those who n

With our performance come
the sharing Ol e

And to finance it all, we will redistribute up to 50%

of our financial value to Advens for People & Planet.

This endowment fund supports high-impact initiatives promoting
social inclusion, education for the younger generations

and environmental protection.
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Our primary commitments
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LinkedOut Making cyber security programme Cyber awareness for the The patinte
accessible to through cyber

G—Dvens ‘ Cybersecurity. Impact. Collective. Boldness. 9



Advens in Italy

Advens Italiais the Italian branch of Advens.

We extend to the Italian territory all core expertise and experience gathered over 23 years in France and Europe
enriching with local presence (offices in Roma and Milano) and the presence of over 20 dedicated professionals.

With a 360° approach we cover the full spectrum of cybersecurity services and skills from Vulnerability Assessment,
GRC, CSIRT, managed SOC, and many other vertical and focused services, with great track record of Customers in all
Sectors, ranging from Healthcare and Pharmaceutical to Industry 4.0, Food & Agriculture, Media, etc.

By leveraging on our European scale and@global reach,
we have set-up alocal partners ecosystem, able*to
cover all your needs in terms of Cybersecurity, with
long-term support and theright level of security for
your specific challenges and risks.
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Focus: SOC as a Service

An efficient and measurable outsourced process.

WSOC FUSION CENTER
STEFRING SFOURITY FXPFRTS

FXPERTS DATA mwo0C

PORTAL

TFCHNO FXPFRTS

SOC Manages (S Dty Sciendist
N? Lead Analyst MCS | MCO ML

- .

- .
mOOC. PLATFORM

URCHESTRATION & AUTOMATION (sUaH] g CYSER IHREA]

INTELLIGENCE (CT1) LOG VIEWER

ALERTING ENGINE (SIEM)

SECURITY DATA LAKE

ERRICHMENT, STANDARDIZATION @

AGNOSTIC COLLECIION (APL, Appliance..) ELASTIC / OPENSEARCH

DASHYOARDS

ng, ET1, Customer CMDS..

Data - alerts, logs Vul
ENDPOINTS IDENTITIES 1T (SIEM/NDR) CLOUD oT/107

‘l"m‘ u:: w - ’:@l @ SENUERR

CUSTOMER
SECURITY
TEAMS

Collaboration and transparency are core components
— Operational security “cockpit” portal

— A monitoring plan structures the security contract

— Communication pactand delegation of powers

Our “mutualized” approach is a strength for our clients
— Knowledge valuation between pooled experts

— Detectionrules and threat markers shared instantly

— Al/MLalgorithms trained on all available data

“End-to-end” control from detection to response
— mySOC Orchestrator with agnostic Integrations

— Multi-source correlation and augmented response

— Continuous threat enrichment (CTI + CSIRT)

G—Dvens ‘ Cybersecurity. Impact. Collective.
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wSOC. : +200 CUSTOMERS
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wSOC. OUR INTERNATIONAL SUCCESS STORIES

mySOC protects 200+ customers in over 120 countries

mySOC for Endpoints protectsover 700,000 endpointsin 24/7 worldwide:

anthnergies L:OCCITANE ﬁvesg France Europe A

sie Amériques| Afrique
EN FROYENCE SentinelOne 111 44 2 2 0 160
Cybereason 292 0 0 0 0 292
Vulnerability Management SOC (EDR+SIEM) SOC (EDR+SIEM) Harfanglab 11 15 9 27 7 169
130 countries 90 countries 30 countries Microsoft Defender Endpoints 20 2 0 0 0 22
CarbonBlack 7 0 0 0 0 7
Crowdstrike 28 5 0 0 0 33
4 e, Cortex 18 0 0 0 0 18
¥ SAVENCIA .. 587 66 1 20 7
A : . ,
V¥ rromace & DaIRY SAFRAMN elior (@ 587 114 701
84% 16%
SOC (EDR+SIEM) SOC (EDR) SOC (EDR+SIEM)
120 countries 32 countries 6 countries

| Follow
the sun

SEE MORE. STOP MORE.




Focus: ICS and OT security

Industry 4.0 is expanding, and with it, the risk of cyber attacks. The time for questions and
hesitation is over. [t is urgent to secure your industrial systems and your connected objects

before an incident occurs.

Advens has developed a strong and unique expertise in OT
Cybersecurity. It is based on a 860° offering, from masterplan to
industrial red team.

mySOC is already ready for OT. Our platform interfaces with your
security technologies, including probes specific to industrial
information systems.
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Some references in the industry sector
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Focus: Healthcare security

To ensure proper treatment, patient care and the integration of new digital services, the
associated risks must be managed. This must be maintained over time, and in a comprehensive

manner. \We are by your side to define and deploy your ideal cybersecurity stratequ.

We have been supporting the health sector (especially the
hospital sector) for more than 15 years. We have developed
thoughtful approaches to reinforce your cyber maturity and
your level of protection.

We adapt to your needs and your level of cyber maturity:
including an initial diagnosis, strengthening your operational
security, and providing general or ad-hoc support

=§ ExN o _
N mmsteRe Neckalifl @ airLiquide
Ramsay DE LA SANTE

Santé E_‘I‘ DE LA PREVENTION
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Friabermin
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Focus: CERT (focus on your business)

Anticipating and reacting to the cyber crisis is essential to protect your organization and reduce
the impact of an attack! Having a professional, proven, and recognized incident response

capability strengthens your ability to respond and minimizes the damage caused by a major
incident or crisis.

RESPONDING TO THE CRISIS FROM A BUSINESS

PERSPECTIVE

* Investigate to meet business objectives

* Propose an action planinrelation to your
pusiness priorities

«  Prioritize vulnerabilities through a reasoned synthesis
of different calculation scores (CVSS, EPSS, KEV)
+ Couple the calculated score with your business risks

GETINTERNAL TEAMS ON BOARD

+ Empowering teams inincident response

«  Enable continuous improvement and
dissemination of good practices

+ Retrieving Indicators of Compromise
+ Understand attack methodologies based on
your risks

COMPLETE UPSTREAM CRISIS MANAGEMENT

»  Providing Procedure When Launching the
Subscription

*  Provision of tools consistent with your
information systems

INCIDENT RESPONSE

+  Patroland monitor the Deep and Dark
Web for weak signals of compromise
* Adhere to best practices for research

G—Dvens ‘ Cybersecurity. Impact. Collective. 20



What added value does Advens bring®?.

« Advensisanindependent pure player in cybersecurity, since more than 20 years

« Ourmissionistobethe best partnerin cybersecurity while making a concrete social and environmental impact

« Advens assists organizations with their cybersecurity challenges in almost all sectors, private and public, from
Healthcare (+100 Customers), to Food and Agriculture, Retail, Media, Energy, Transportation, etc.

« With a360° offering Advens covers from prevention, detection and response to reaction (Assessment, Consulting,
Architecture, SOC, CSIRT/CTI), with a tailored approach for Large Enterprises to the SME.

« Withits extensive expertise, Advens developed a specific vertical offering in Industry 4.0 & 10oT/OT, we are more and
more called Companies with their connected devices of any nature and secure their remote and/or industrial sites.

» Qurbest-in-class SOC services feature:

+300 SOC customers (+700 000 endpoints managed in 24/7,+20 TB collected every day)

SOC Team -
«  AFusion Center with more than 200 experts dedicated to SOC activities :'SOC manager, analysts, technology _
experts, data scientist, devSecOps, follow-the-sun.. -

* Lessthan 7% of turn-over of SOC team

One of the best price/qualiii®@tio of the market : - e - e A T -
« Most of our internal tools are based on free license or- opensource : 4 - 2 .
 Financial model with no link with volume of data collected . e ok - : e N

‘Collective intelligence” by design: Our mySOC platform is desrgned to spread i fevv mrnutes any reI"Varrt
information (new rules, IoC...) to allmySOC customers 2
\Very strong capabilities.in detection with behavrour;,morrrtormg th Bks to AI/%me Lea’rnrm-g (UEBA) for +§._1 A
years. The goal is to detect what we don't Pknow (Classic rules vvrth t aesholds alloWiethat you
know). £ e e

Web collaborative Portal+tickets, KPI, SLA...) for ahuman-oriented service ‘ "’ e

"N
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covens

Security for the greater good

Paris Lille Lyon Bordeaux Nantes Rennes Toulouse Montréal Madrid Barcelona Milano Roma Munich Papeete


https://www.advens.fr/en/
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